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[bookmark: _GoBack]Lab 12
Implementing an Advanced DNS Solution
THIS LAB CONTAINS THE FOLLOWING EXERCISES AND ACTIVITIES:
	Exercise 12.1
	Configuring DNSSEC

	Exercise 12.2
	Enabling DNS Cache Locking

	Exercise 12.3
	Configuring DNS Logging

	Exercise 12.4
	Disabling Recursion

	Exercise 12.5
	Configuring Netmask Ordering

	Exercise 12.6
	Configuring a GlobalNames Zone

	Lab Challenge
	Delegating DNS Administration



	Exercise 12.1
	Configuring DNSSEC

	Overview

	In this exercise, you will configure DNSSEC for a DNS zone.

	Mindset
	What resource records are created when you sign a zone?

	Completion time
	15 minutes




	Question 1
	What is the Key Signing Key used for?



	Question 2
	What is the zone signing key used for?



22.	Take a screen shot of the DNS Manager console window by pressing Alt+Prt Scr and then paste it into your Lab 12 worksheet file in the page provided by pressing Ctrl+V.
[copy screen shot over this text]


	Exercise 12.2
	Enabling DNS Cache Locking

	Overview

	In this exercise, you will enable DNS cache locking.

	Mindset
	When you configure DNS Cache locking, what is the optimum setting?

	Completion time
	10 minutes



5.	Take a screen shot of the Command Prompt window by pressing Alt+Prt Scr and then paste it into your Lab 12 worksheet file in the page provided by pressing Ctrl+V.
[copy screen shot over this text]


	Exercise 12.3
	Configuring DNS Logging

	Overview

	In this exercise, you will enable DNS Debug Logging. 

	Mindset
	Remember, you do not want DNS Debug Logging to run all of the time because there is processing and storage overhead when debug logging is turned on.

	Completion time
	5 minutes



	Question 3
	Which packets based on packet content are logged?



5.	Take a screen shot of the DNS Manager console with the RWDC01 Properties dialog box by pressing Alt+Prt Scr and then paste it into your Lab 12 worksheet file in the page provided by pressing Ctrl+V.
[copy screen shot over this text]


	Exercise 12.4
	Disabling Recursion

	Overview

	In this exercise, you will disable recursion. 

	Mindset
	When using recursion in DNS, where does a DNS server go if it does not know the answer to a DNS query?

	Completion time
	5 minutes




	Question 4
	What else gets disabled when you disable recursion?



4.	Take a screen shot of the DNS Manager console with the RWDC01 Properties dialog box by pressing Alt+Prt Scr and then paste it into your Lab 12 worksheet file in the page provided by pressing Ctrl+V.
[copy screen shot over this text]







	Exercise 12.5
	Configuring Netmask Ordering

	Overview

	In this exercise, will configure netmask ordering. 

	Mindset
	You administer three sites with three web servers (one located at each site), each responding to the same name. You want to ensure that when users visit the website by name, the user will connect to the local web server. Which option should be enabled?

	Completion time
	5 minutes




	Exercise 12.6
	Configuring a GlobalNames Zone

	Overview

	In this exercise, you will enable and configure GlobalNames Zone to provide single name support.

	Mindset
	Which service is GlobalNames designed to replace?

	Completion time
	15 minutes



3.	Take a screen shot of the Command Prompt window by pressing Alt+Prt Scr and then paste it into your Lab 12 worksheet file in the page provided by pressing Ctrl+V.
[copy screen shot over this text]


	Question 5
	Which name and address did it ping?



	Question 6
	Which name and address did it ping?





Lab REview Questions
	Completion time
	10 minutes


1.	In Exercise 12.1, what was configured in order to allow DNS clients with proof of identity of DNS records and verified denial of existence?
2.	In Exercise 12.1, what are the two types of keys that you create when using DNSSEC?
3.	In Exercise 12.2, how is DNS cache locking configured?
4.	In Exercise 12.3, how is DNS Logging enabled and configured?
5.	In Exercise 12.6, how is GlobalNames support enabled?

	Lab Challenge
	Delegating DNS Administration

	Overview

	To complete this challenge, you will describe how to delegate DNS Administration by writing the steps for the following scenario.

	Mindset
	You want to grant DNS control to the help desk for the company DNS forward lookup zone. How can you grant access to help-desk personnel without granting access to all DNS zones?

	Completion time
	10 minutes



Write out the steps you performed to complete the challenge. 
	
